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 Cybersecurity 
 Protection of assets against risks 

within, & from, the electronic 
environment 

CYBERSECURITY VS. CYBER-CRIME 

 Cyber-Crime 
 Conduct prohibited by law, with 

prescribed punishment, carried out 
using digital systems like computers, 
electronic, ancillary devices, processes 
and/ or procedures  

 Criminality is the state of being illegal 

Cyber-criminals operate at the speed of light while law 
enforcement moves at the speed of law. 

Barry Raveendran Greene www.getit.org 
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CYBER “THREAT” SPACE 

Cyberspace is an environment that 
combines 

• People, Processes & Technology 

Cyberspace is not borderless: 

• Perceived as borderless because its 
borders are seamless to the end user.  

• Every country has its own cyberspace 
which is defined by its national 
infrastructure. 

Implications: 

• Threat actors carry out their activities in 
an apparently seamless environment,  

• National Security & Military Operatives 
are constrained by issues of jurisdiction. 

Nigeria through the National Cybersecurity 
Policy & the National Cybersecurity 
Strategy recognizes cyberspace as the 5th 
domain of warfare after Land, Sea, Air & 
Outer-space.  
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0.80% of Nigeria’s GDP is lost to cybercrime 
Equivalent to Cement sector 

USA Center for Strategic & International Studies & information security firm McAfee, a subsidiary of Intel, titled 
“Net Losses: Estimating the Global Cost of Cybercrime; Economic impact of cybercrime II” 
http://www.mcafee.com/us/resources/reports/rp-economic-impact-cybercrime2.pdf 
Nigeria’s GDP estimated by “TradingEconomics.com” to be $568.51 billion in 2014. 

$450 million, equivalent to N89.55 billion annual 
direct losses to the Nigerian economy. 

Trading Economics http://www.tradingeconomics.com/nigeria/gdp 

97,984,736 used the internet on a daily basis in 
November, 2015 

•Nigerian Communications Commission Internet Subscriber Data 
http://www.ncc.gov.ng/index.php?option=com_content&view=article&id=68&Itemid=70  

45.3% of internet users in Nigeria suffered attack in 
the third quarter of 2015. 

•Kaspersky Lab, 2015 survey, for Third quarter 2015 IT Threat Evolution report http://bizwatchnigeria.ng/nigerias-cyber-
malware-attacks-reach-45-3-in-q3-2015/ 

09 Jan 2016, “Anonymous hacker collective has 
started a cyber-campaign against the government of 

Nigeria, accusing it of corruption, greed, & theft.” 
•Catalin Cimpanu http://news.softpedia.com/news/anonymous-starts-cyberattacks-against-nigerian-government-498676.shtml 

.NG STATISTICS 
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19-Dec-15 Federal Court of Appeal 
www.courtofappeal.gov.ng Protest of to deaths of 
Shiite members in Zaria during clash with Nigerian 

Army 

11 Jul 2014 Independent National Electoral 
Commission  by TeaM Nigerian Cyber Army, 

https://www.facebook.com/naijacyberarmy 
Support of Kidnapped Chibok Girls 

6 August 2015 Fed Poly Idah 
http://www.fepoda.edu.ng & 

http://www.federalpolyidah.edu.ng  by 
Hackinthunder. Someone aggrieved with the 

institution 

01-Oct-14 Nigeria's House of Representatives  The 
warning, which has been on the page for much of 
the day, ends saying "No hard feelings though this 

is just a security reminder. 

23-Apr-15 Globacom www.gloworld.com by The 
Nigerian Cyber Hunters led by HYPER-DARK a.k.a 
Brunolin The motive, & reason behind the hack is 

unknown. 

28-Oct-11 Economic Financial Crimes Commission 
(EFCC) www.efccnigeria.org by Naija Cyber 
Hacktivist “Operation: Say No To Internet 

Censorship” 

EXAMPLES OF DEFACED NIGERIAN WEBSITES 
BETWEEN 13 APRIL 2015 & 01 FEB 2016, ZONE-H RECEIVED NOTIFICATIONS OF 3,599 

BREACHES OF NIGERIA (.NG) DOMAINS OF WHICH 2,518 WEBSITES WERE DEFACED. 
 ZONE-H HTTP://WWW.ZONE-H.ORG/ARCHIVE/FILTER=1/FULLTEXT=1/DOMAIN=NIGERIA 
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WHO ELSE IS USING CYBERSPACE? 
– Daesh:  Islamic State 
 
– Boko Haram: Jama’atu 

Ahlis-Sunnah Lid Da’awati 
Wal Jihad [People involved 
in Call to Islam & Jihad] 

– MEND: Movement for the 
Emancipation of the Niger 
Delta 

– FARC–EP & FARC:  
Revolutionary Armed Forces 
of Colombia—People's Army 

– Aum Shinrikyo Japanese 
doomsday cult 

Values, Propaganda, Financing & Recruitment 

Pentagon Manipulates Social Media for Propaganda Purposes 
Source  http://www.globalresearch.ca/pentagon-seeks-to-manipulate-social-media-for-propaganda-purposes/25719  

Not all cyber-crimes are acts of cyber-terrorism 
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CYBER TERRORISM FRAMEWORK AS DEFINED BY YUNOS & AHMAD 

Source: Reference:  R. Ahmad, Z. Yunos, S. Sahib, & M. Yusoff, “Perception on Cyber Terrorism: A Focus Group Discussion Approach,” Journal of 
Information Security, vol. 03, no. 03, pp. 231-237, 2012 

Cyberspace 
 (includes the Internet, 
telecommunications 
networks, computer 
systems, & embedded 
processors & controllers) 

• Borderless 

 ICT/cyber 
technology 

 Cyber 
media 

 Political 
 Ideological 
 Social 
 Economic 

 Critical National  Information 
Infrastructure computer system 

 Critical Infrastructure  
 Civilian population` 

 Mass 
disruption 
or seriously  
interfere 
critical 
services 
operation 

 Cause fear,  
death or 
bodily injury 

 Severe 
economic 
loss 

 Unlawful 
means 

 Illegal acts 

Cyber 
Terrorism  

Target 

Impact 

Method 
of Action 

Domain 

Tools of 
Attack 

Motivation 
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WHY DO PEOPLE COMMIT CYBER CRIMES 

Source: http://it.toolbox.com/people/kevjudge/  

Financial 
Make money 

fraudulently or steal 
money outright 

Political 
Cyber War: one 
nation attacking 

another 
Hacktivist 

Personal 
Enjoy the 

challenge  & risk 
Disgruntled 

current or former 
employees  
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YOUR ADVERSARIES 

• These boys from 
California, in 2002, 
successfully ‘cracked’ 

 & 
 using 

cracker tools freely 
available on the web 

• http://www.newtechusa.com/NTDStaging/NewsBriefs/YoungestHackers.asp 

• Christopher 
Wayne Cooper, 
23, aka 
“Anthrophobic;” 

• Joshua John 
Covelli, 26, aka 
“Absolem” & 
“Toxic;” 

• Keith Wilson 
Downey, 26;  

• Mercedes Renee 
Haefer, 20, aka 
“No” & 
“MMMM;” 

• Donald Husband, 
29, aka 

“Ananon;”  
• Vincent Charles 

Kershaw, 27, aka 
“Trivette,” “Triv” & 
“Reaper;”  
 

• Ethan Miles, 33;  
• James C. Murphy, 

36;  
• Drew Alan 

Phillips, 26, aka 
“Drew010;”  

• Jeffrey Puglisi, 
28, aka “Jeffer,” 
“Jefferp” & “Ji;”  

• Daniel Sullivan, 

22;  
• Tracy Ann 

Valenzuela, 42;  
• Christopher 

Quang Vo, 22.  
• Court withheld 

name of One 
individual 

• Possible members of Anonymous hacker group 
arrested for allegedly conspiring to damage 
protected computers at PayPal; Indicted by U.S. 
Dept. of Justice July 19, 2011 

• Source: http://www.fbi.gov/news/pressrel/press-releases/sixteen-individuals-
arrested-in-the-united-states-for-alleged-roles-in-cyber-attacks 
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THINGS HAVE CHANGED: HAVE YOU CHANGED YOUR BUSINESS THINKING? 

Uber 
•The worlds largest Taxi 
Company, owns no vehicles 

Facebook 
•The worlds most popular 
media owner, creates no 
content 

Alibaba 
•The most valuable retailer, 
has no inventory 

Airbnb 
•The worlds largest 
accommodation owner, owns 
no real estate 

Source: Tom Goodwin /WetpaintMENA Something Interesting is Happening https://twitter.com/limk/status/595387983274090496  

LESSONS: 1) CREATE THE PLATFORM 2) NEW LENDING STRATEGIES (E.G. COLLATERAL) 
3) We must combine solutions  4) Online Adverts! 
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Andrew Lewis http://www.makeuseof.com/tag/product-client-personal-data-economy-explained/  

http://www.go-gulf.com/blog/online-time  

http://benmetcalfe.com/blog/2010/09/%E2%80%9Cif-you-are-not-paying-for-it-you%E2%80%99re-not-the-customer-you%E2%80%99re-the-product-being-sold-%E2%80%9D/  
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Antimalware: 

•"Malware are malevolent software such as viruses, worms, spyware, &  
others that are designed to cause harm to computer based systems  

including stealing information 

•Antivirus is a software that detects & destroys computer viruses" 
Data loss prevention 

(DLP): 

•A strategy to ensure that users do not send unauthorised information  
outside a given network 

DDOS Mitigation: 

•A set of practices for countering distributed denial-of-service (DDoS)  
attacks on Internet facing networks by protecting the target &  

intermediary networks. 
•Processes that help organizations prepare for disruptive events including  
backing up data & having alternate platforms & operational sites. 

Disaster Recovery &  
Business Continuity: 

Encryption: 
•A process of encoding messages or information so that only those  
authorized can read it 

•Like the wall around a building/ compound a Computer/ Network Firewall  
blocks unauthorized access while permitting legitimate communication 

•Framework for the management of electronic identities 

•Monitor network and/or system activities for malicious activity 

•Ways to approach IT Governance, risk management, & compliance with  
standards 

•The cycle of identifying, classifying, prioritising, reporting, remediating,  
& mitigating computer/ network vulnerabilities 

•Comprehensive & often cost-effective set of network gateway protection  
solutions 

Firewall:  

Identity Management 

Access (IAM):  
Intrusion prevention 

systems (IPS):  
Risk & Compliance 

Management:  
Security/ Vulnerability 

Management: 
Unified Threat Management  

(UTM)/ Unified Security  
Management (USM): 

Web Filtering: 
•A filtering tool that screens incoming web pages to determine if all or part 
of it should be displayed 

AFRICA CYBER SECURITY MARKET WORTH $0.92 BILLION IN 2015 & $2.32 BILLION BY 2020 

Source: http://www.marketsandmarkets.com/PressReleases/africa-cyber-security.asp 

Issue 
• Microsoft warns that a rapidly growing shortage of 

technology-savvy graduates is putting the world's cyber 
security in danger. 

Source 

• Microsoft's report titled “Cyberspace 2025: Today's 
Decisions, Tomorrow's Terrain”, indicates that more must 
be done to boost the number of students studying Science, 
Technology, Engineering and Maths (STEM) subjects: 

• To ensure the world's pool of cyber skills can cope with a 
"dramatic" rise in broadband adoption, particularly in the 
developing world. 

•Source: http://www.v3.co.uk/v3-uk/news/2347936/microsoft-predicts-huge-tech-
skills-shortage-by-2025  

Deduction 

• Despite this huge rise in more people getting online and 
wanting to access services from social media to online 
banking, Microsoft predicts there will be just 16 million 
STEM graduates in 2025, versus billions of web users. 

Effect 
• "This imbalance in education sets the stage for fierce 

competition for technology talent, and global economic 
competition…." 

MICROSOFT PREDICTS HUGE TECH SKILLS SHORTAGE BY 2025 

Source: http://www.v3.co.uk/v3-uk/news/2347936/microsoft-predicts-huge-tech-skills-shortage-by-2025  
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 Do not ask yourselves, your children or 
younger ones what profession then want to 
take up, ask them what problem they want to 
solve. 

 People pay for pain relief;  
 You must understand the future pain points. 
 If I offer you a painkiller/ aspirin how much 

would you pay & why would you pay for it 
when you don’t need it. 

 However, how much would you pay for such 
a painkiller/ aspirin if you have a 
headache? 

QUESTIONS TO ASK YOURSELF 
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Enrol in a Cyber 
Security/Techn
ology Program 

Join a Cyber 
Security/ 

Technology 
Club/ ITS-SIG 

Apply for 
Appropriate 
Internship 

Graduate/ Get 
Qualifications 

Do the Extra i.e. 
Volunteer Job & 

Site visit 

Get an entry-
level Job 

Make your way 
up the ranks 

Get 
Certifications 

Get a Masters 
Degree/ 

Advanced 
Training 

Get to the Top/ 
Start your own 

business 

HOW DO I BECOME A CYBER SECURITY EXPERT 
CONVERTING ANALOGUE-WARRIORS TO CYBER-WARRIORS 

Invest in expanding 
opportunities! E.g. invest 
in on-line music not CD/ 
DVD's. 
People pay for pain relief 
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Heather Adkins, 

director, information 

security, Google 

Ann Barron-DiCamillo, 

director of US-CERT, 

U.S. Department of 

Homeland Security 

Lara Nwokedi, Head of 

Information Security 

management First Bank 

Plc. 

Kathy Fithen, Chief 

Privacy Officer (CPO), 

Coca-Cola 

Roxane Divol, General 

Manager (GM) of 

Symantec’s Trust 

Services 

Evangeline Wiles, 

Managing Director  

online marketplace 

Kaymu  

Melinda Rogers, CISO, 

Department of Justice 

Latha Maripuri, SVP & 

global CISO, News Corp. 

Funke Opeke, founded 

Main Street 

Technologies & C.E.O.  

MainOne 

Julie Cullivan, senior 

vice president of 

business operations & 

chief information 

officer, FireEye 

Eva Chen, CEO, Trend 

Micro  

Juliet Ehimuan, Country 

Manager, Google 

WOMEN IN IT SECURITY: POWER PLAYERS 

Source: http://www.scmagazine.com/women-in-it-security-10-power-players/printarticle/421364/  
Source: https://www.csc.tntech.edu/wicys/  

Education/ 
Certifications: 

With practical 
examinations & 

continuing education 

Essential Work Habits: 

Ability to work 
methodically & is very 

detail oriented 

Soft skills: 

Ability to clearly 
articulate complex 

concepts both written & 
verbally 

Technical detailed 
knowledge of: 

Open Source 
Applications 

Network Implementation  

IP 

Solid Technical 
Foundation: 

Understand architecture, 
administration, 
management & 

evaluation of operating 
systems, networking 

(especially routers), & 
virtualization software 

Creative Perspectives: 

Examine security from a 
holistic view, including 

threat modelling, 
specifications, 

implementation, testing, 
& vulnerability 

assessment 

CYBERSECURITY SKILLS & PERSONAL TRAITS 
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Time & Money Wait for No One or Nation 
2015 .ng Budget N4.74Tn approx. 

$24Bn @ N200/$ 
2014 Konga Yakata one-day sale, it 

directly sold over N600 million 
China Singles’ or “bare sticks” day, 
$1bn was spent in first 8 minutes 

In the five seconds it has taken us to 
read this sentence, Samsung has 

earned $32,430 (£20,200) 

October 2014 Facebook Buys 
WhatsApp for $22Bn 

Alphabet is the world most valuable 
company $200bn (£139bn) 
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Consultancy Support Services (CS2) Limited, info@consultancyss.com  

• By the year 2020 an MSME based 
Cybersecurity Solutions economic sub-
sector should be in place principally 
driven by suitably empowered knowledge 
workers below 35 years of age 
 

•Highly skilled Cybersecurity knowledge 
workers will constitute a cyber-guard that 
the nation will leverage, in times of 
national cyber emergencies 
 

•We can succeed by working together 

Proposition for Adoption 
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for your 
attention 

O ṣeun,  fun 
akiyesi rẹ 

Na gode, 
don kulawa 

Na-ekele gị, 
n'ihi na gị na 

anya 

info@consultancyss.com 
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